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A Parliamentary forum for Media and Marketing Debate 
 
Does online advertising compromise privacy? 

 

“Different people have different senses of what privacy is”, emphasised Ann Bevitt, 

when speaking for the motion, ‘Online advertising compromises privacy’ at the 

Debating Group debate at the House of Commons on 17th November 2008. The 

debate was sponsored by the Internet Advertising Bureau and chaired by David 

Heath MP for Somerton and Frome and Head of the Liberal Democratic 

Commission on Privacy. 

 
Ann Bevitt, a Privacy Lawyer and Partner with Morrison Foerster, attempted to define what we 

meant by the term ‘online advertising privacy’ pointing out that not only did the layman’s non-

legal notion of privacy differ from that of a lawyer, but that there are also demographic 

differences. Looking at generational difference she described the ‘Millenials’ or ‘Generation Y’ 

which generational scholars define as those people born in or after 1980.  These people grew up 

with the Internet and use technology 24/7 to stay connected. There are very significant 

attitudinal and behavioural differences between Generation Y and older generations. A good 

example of such a difference is in respect of the notion of personal privacy. Older generations 

are much less likely to blog and post details of what they consider their private lives for all to 

see. Millenials, on the other hand, feel much more comfortable blogging away and using social 

networking sites such as Facebook, MySpace and bebo. Millenials’ attitude to personal privacy 

on the Internet is also shaped by privacy features on such sites that allow account holders to 

determine who gets access to different sections of their pages. Such privileged sites influence 

their view of what is privacy. The ability to restrict access to personal information gives rise to 

an often false expectation that access to other information posted on the Internet can be 

similarly limited. 

 

Ann Bevitt went on to discuss perspective-specific privacy, where personal and corporate 

notions of privacy might differ. She cited the recent case involving Max Moseley and the News 

of the World which was a good illustration of how the notion of privacy, and what comprises 

respect for it, is determined by perspective, either as an individual such as Mr Moseley seeking 

to protect his right to respect for private life or a newspaper such as the News of the World 

relying on the equally important right to freedom of speech. The judgement of Mr J Eady was 

recently criticised by the Daily Mail’s Editor-in-Chief Paul Dacre as ‘amoral’. “In fact”, 

suggested Ann Bevitt, “Mr Dacre is spot on, but not in the way intended. Judges should be 

amoral in the correct sense of the word. They are there to decide whether something is lawful or 

not, and not to make moral judgements”. 

 

Considering whether there is any common ground, Ann Bevitt looked at whether the law 

provides us with a generally held understanding of what we mean when we talk about privacy. 

There is in fact, no legal definition of privacy. There are, however, a number of pieces of 

legislation which play their part in shaping our notions of privacy and what constitutes a 

compromise of our own privacy rights. At its very narrowest, privacy is understood to comprise 

our data protection rights i.e. an individual’s right under the Data Protection Act 1998 to have 

his or her personal data processed fairly and lawfully e.g. for data to be kept secure and not left 
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on an unencrypted laptop on a train. The Act only applies to the processing of personal data 

i.e. data from which an individual can be identified, so truly anonymous data are not caught by 

the Act. People may also have privacy rights in an advertising context under the Privacy and 

Electronic Rights Regulations of 2003. There are also relevant provisions in the Regulations of 

Investigatory Powers Act of 2000 which prohibits interception of communications without 

consent. PHORM’s ISP-level adware and targeted online advertising does not engage the Data 

Protection Act, because no personal data are collected. Nonetheless the operation of such 

advertising may constitute interception of communication. The consent of both the individual 

and companies hosting the web pages are needed in this instance. 

 

However, privacy is generally understood to be much more widely construed and to include the 

right to respect for private and family life under article 8 of the Human Rights Act. There is no 

free-standing cause of action based directly upon the Articles of the Convention, so individuals 

must find an existing cause of action against the alleged infringer in domestic law, such as a 

claim in breach of confidence, before any human right considerations can be brought into play. 

In order to be subject to an obligation of confidence, an individual needs to show that 

• The information disclosed is of a confidential nature 

• That it was imparted in circumstances in which an obligation of confidence arises and 

• That there has been a breach of that confidence by the person receiving the information 

to the detriment of the person imparting it. 

Provided the information concerned would reasonably be understood to be confidential, an 

action in breach of confidence is potentially available. 

 

Ann Bevitt went on to examine the broader right to privacy under Article 8. She cited the case 

of Copland v. UK 2007 which covered Internet usage and found that Carmarthenshire College 

had breached an employee’s right to respect for her private life by monitoring, collecting and 

storing personal information relating to her Internet usage. She suggested that the only 

difference between what online advertisers do and what Carmarthenshire College did in this 

case is that online advertisers have the IP address rather than the name but this does not mean 

that privacy is not infringed. The EU Data Protection Supervisor Peter Hustinx has stated that 

for IP addresses to count as personal data there is no requirement that the processing company 

know the name of the individual whose activity it is monitoring. Computers don’t visit sites on 

their own; individuals direct them to sites. When you are online, your IP address identifies you, 

as your name does offline, thus breaching the rights to privacy. 

 

Opposing the motion, Andrew Walmsley, Co-Founder of the media online agency i-Level, 

pointed out that online advertising has been a stupendous success story in the UK. It is a 

£2billion market: we spend more per capita in the UK than even in the US. “What has this done 

for us, the people?” he asked. “It has enabled a whole lot of things for free”. No matter what 

your means or income, you have now got the same access to information that previously was 

only available to the wealthy or connected: 

• The provision of content from The Guardian to Yahoo 

• Access to information e.g. Google, financial data, health information, pricing 

• A voice for the people e.g. the thousands of Facebook groups for Obama 

• A voice for the consumer e.g. blogs, forums, review sites such as TripAdvisor 

• A means of communication e.g. email and instant messaging. 

 

People fought for years for a Freedom of Information Act, to liberate information from the 

grasp of the few and place it in the hands of all of us. The Internet has made information free. It 

is a great leveller and a democratising force. And it is funded by advertising. Advertising has 

made all this possible, because people don’t want to pay, and because many can’t afford to. 

 

This is one of those rare occasions where everybody wins: 

• Content owners 

• ISPs 

• Advertisers 

• People 
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• and society, because there is now greater transparency and access to information. 

 

Andrew Walmsley acknowledged that there is a small group of people who don’t like this. They 

remember a time when the Internet was a private community of geeks, technologists and early 

adopters – an exclusive place where they could revel in being ‘in the know’. In the early days 

there was no advertising, but no content. And as advertising has funded the democratisation of 

the Internet, so it has been resented by those who dominated its early days. They would like to 

turn the clock back, to an Amish Internet where commerce has no part. They have seized upon 

the concept of behavioural targeting as the Trojan horse for their plan to dial back time. These 

people are falling into the trap of thinking they are cleverer than consumers. But if consumers 

are unhappy online they make it known and advertisers would run a mile rather than upset 

consumers and generate bad PR.  

 

Andrew Walmsley stressed that behavioural targeting is important because it enables the market 

to expand; it provides greater funds for content owners and ISPs and it helps fund the 21st 

Century Internet. It is a massive prize for society. Connecting Britain by fibre to fast Internet 

will be crucial for our continued growth as a knowledge economy and for our competiveness in 

the world of tomorrow. So we have to think carefully before strangling it at birth by making the 

infrastructure less profitable. 

 

People have legitimate concerns about their privacy. They are understandably fed up with 

companies and government departments whose employees leave personal data on trains or in 

pubs.  And they want to know that their right to privacy is not compromised by new 

technologies. That is why we have the Data Protection Act and why the industry has to work 

together to act responsibly to guard user privacy. However, most people are asking “How long 

before my broadband is cheaper and faster?”. And if they can trade some data for this, it is their 

choice. Andrew Walmsley concluded “Both consumers and advertisers want an informed 

choice. And choice cannot be a compromise”. 

 

Seconding the motion, Becky Hogge, Executive Director, Open Rights Group, stressed that she 

was not suggesting that all advertising is an invasion of privacy, but rather the move to what she 

described as “something sinister” – the way online advertising is harnessing data gathered 

through browsing behaviour online. She acknowledged her various offline relationships with 

organisations, as disparate as Vogue magazine or Tesco supermarket. Online she has 

relationships with, for instance, Amazon and TripAdvisor, giving advertisers knowledge about 

her reading and travel habits. These are relationships of her choice. Her argument centred on the 

right to disclose selectively. She is concerned that a handful of Internet providers are 

intercepting data from consumers, using privacy information to sell advertising. She sees this as 

bad for the advertisers as it is for the market.  

 

Online advertising compromises the ability to disclose selectively. In order to select we need to 

understand to whom we are disclosing. Consumers have the right to disclose selectively – it is 

this right that makes us human. 

 

Seconding the opposition, Jeremy Mason, Managing Director European Operations, Revenue 

Science, suggested that consumer choice and empowerment are at the core of online advertising 

and have been for a long time. From the advent of online advertising networks, and third party 

cookies, there have been concerns from consumers and privacy campaigners alike that this 

could represent an invasion of privacy. This has led to a healthy discussion about what would 

protect consumers and what would go too far. At this stage there are many groups that are 

involved in the conversation around online privacy and advertising e.g. The Future of Privacy 

Forum; The Centre Democracy in Technology; The Electronic Privacy Information Centre; and 

The Network Advertising Group. All these groups have contributed to the online ecosystem to 

further the innovation of the Internet, while preserving the interests of consumers. 

 

Ultimately advertisers want to protect their brands and they will steer clear of things that will 

tarnish them. Jeremy Mason cited spyware and pop-ups which fell into disrepute after ill-

attempted launches. Once consumers decide this format is unacceptable, the money leaves. In 
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the early days, DoubleClick, a large ad serving company bought an offline database called 

Abacus, but after the privacy concerns were shared by multiple shareholders, the technology 

was never integrated. Brands run away from things that can harm consumers. 

 

Publishers, advertisers and technology companies have developed a set of standards that 

endeavour to protect web visitors. They are self-imposed and certainly restrict the amount of 

revenue that can be made. Consumer privacy is a core consideration for web publishers, 

advertiser and technology providers. 

 

Advertisers are targeting a large group of people who are indexed against a message. There is 

no scale in targeting ads to individual users and no successful models run which support this. 

The problem is how do you protect consumers and at the same time ensure that the right people 

see the right ads? The anonymity of a visitor is respected, while enhancing the experience with 

content and advertising that should appeal to that user group. Jeremy Mason suggested that 

targeting a person is bad; running advertising to a group is not bad. 

 

Publishers are looking to expand their services to consumers for information gathering, 

learning, democratisation of data, connecting to other consumers through social media etc. But 

this must have advertising to support it. People want to connect online, but they have come to 

expect their content for free. 

 

Phorm has expended considerable resources on developing a technology that allows web 

visitors to opt out of the tracking. The BT trial which is currently running is a fully opt-in 

process, where BT customers actively requested to be part of the trial – consume the content for 

free and get the targeted ads. These consumers made a choice, that the benefits of targeted 

advertising are useful to them. Consumers should have that right, just as they have the right to 

sign up for a customer loyalty card or not. If nobody opts in for Phorm, there will be no model 

and it will go away. Consumer choice and empowerment will dictate the direction. 

 

 

Discussion from the floor 

 

Contributors made the following points: 

 

For the motion 

 

• You can opt out of direct marketing and telephone sales. You can stop pop-ups and 

cookies, but you might block things you would like. There should be an option to opt 

out of unsolicited ads online, as well as the cookies you don’t want. 

• A lot of users are not that sophisticated and cannot manage their data. The type of 

sophisticated behavioural science and IT that is behind advertising today is difficult to 

resist. There is tremendous power in the type of research and behavioural data that are 

used by advertising agencies, MR and universities. There are many ways of sucking 

people in and the amount of information they can extract. Algorithms enable the 

agencies to know what you want to buy. The contributor feels the power of advertising 

is undermining sites like Facebook. 

 

Against the motion 

 

• Some online advertising inevitably compromises privacy, but the benefits are 

unquestionable. 

• There is a suggestion that there are demons out there who want to steal personal data. 

The Human Rights Act is the recourse if privacy is breached. If people want to share 

data on Facebook that is personal choice. 

• Consumers have choice. If you opt out privacy is not compromised. 

• The motion underlines the relationship between privacy and utility. Google’s success 

depends on transparency of choice. Its new browser Chrome allows users to see cookies 
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easily. Users can make choices and it is very easy for them to manage cookies. 

Empowered consumers can make choices. If you get rid of cookies online the Internet 

experience is not so good. The contributor suggested that if you focus on the consumer, 

all else will follow. 

• The contributor pointed out that the phone book uses personal data. Internet advertising 

has very limited damaging effect. One should allow consumers to make their own 

choices. 

• Behavioural targeting and its technology are misunderstood. Pages on the web can be 

secure. Consumers understand the trade-off in opt-in/opt-out choice. There is a bargain 

and it is a good one for the consumer. 

• What is online advertising? Is spam defined as advertising? Phorm is a means of 

identifying what people are looking at and is supposedly totally confidential. Hyper-

targeting is identifying what people like and targeting their friends who might like the 

same thing. But how effective is this? 94% ignore the advertising. Only 6% take any 

notice of it. The contributor is not sure that this advertising medium has the impact that 

advertisers like to think it has. 

• In Direct Marketing it is very difficult to find out who has got the data. Citing the 

Network Advertising Initiative (NAI) model, the contributor pointed out that with 

online you can find out who has your data and opt out individually. 

• We are assuming that people tell the truth. It is very easy to circumvent the system 

online and everyone the contributor knows is circumventing it daily. 

 

Undecided 

 

• The contributor felt that the motion was difficult to answer. Some online advertising 

inevitably compromises privacy. But all the speakers appeared to be confused by the 

motion. The motion implies the question of consent. Do people want the benefits of 

Internet advertising? The answer is yes. Do they want the opportunity to consent? The 

answer is also yes. If they do not want these they can opt out. But are advertisers 

making it clear that people can opt in or opt out? 

 

Summing up 

 

Summing up for the opposition Andrew Walmsley suggested that it is a good thing if 

advertisers know what people want to buy. The Internet empowers consumers to find out the 

truth about products. It is not a matter of consumers being unable to resist the sophistication of 

advertisers, but rather their ability to choose. The book The Hidden Persuaders had suggested 

that advertisers were very clever and manipulated the customer. “I wish we were so clever!” he 

said. 

 

He pointed out that there was confusion between the ISPs and the content owners. The former 

do not sell advertising. There is also emotive confusion between spyware, adware and cookies. 

In major browsers these can be turned off. Stopping pop-ups was a triumph for consumer 

power. People hated them and stopped going to sites which had them 

 

There is no legal definition of privacy and therefore one can’t resort to law. 

 

Yahoo and others have spent considerable efforts on consumer education. Consumers can make 

an informed choice. 

 

Summing up for the motion, Ann Bevitt attempted to define online advertising. It comes in 

many guises, from ads on search engines results pages and banner ads through to email 

marketing including spam. This motion is about whether the new technologies which target 

advertisements at customers, based on their previous online behaviour compromises privacy. 

Online advertisers must be aware of differences between different generations and different 

status groups’ attitudes to privacy. They need to ensure they understand the legitimate concerns 

of those with a wider sense of privacy. Targeted advertising compromises privacy. Ann Bevitt 
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suggested that the argument as to whether consent to targeted online advertising should be opt 

in or opt out is to miss the point. People can’t always choose what they want to receive. If you 

sign up for this kind of advertising you sign up your privacy. Technology enables organisations 

to access your viewing habits whether you consent or not and there are many people who do not 

find it easy to circumvent such sites. In talking of privacy you also have to think of those people 

who cannot opt out. 

 

The result 

 

The motion was defeated. 

 

Next Debate 

 

The next debate will take place on Monday 16th March 2009 sponsored by The Market Research 

Society. Details from the Debating Group Secretary, Doreen Blythe (Tel: 020 8994 9177) e-

mail: dblythe@varinternational.com     

 


