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A Parliamentary forum for Media and Marketing Debate 

 

Must marketers adopt an ethical data framework to engender trust with 

their customers? 
 

“Trust is a key part of the social contract that organisations have with their 

communities”. These were the words of Professor Chris Speed, who holds the Chair of 

Design Informatics at the University of Edinburgh. He was proposing the motion, 

‘Marketers must adopt an ethical data framework to engender trust with their 

customers’ at the Debating Group debate on 15 July 2019, at the House of Commons. 

The debate was sponsored by the Data and Marketing Association and chaired by 

Daniel Zeichner, Member of Parliament for Cambridge. 
 

Professor Speed argued that a social contract can be considered to be the value that a customer places 

upon the ‘goodness, fairness and worth’ of a service.  Customers trust in products and services takes a 

great deal of time and is on three levels. It begins with legitimacy, giving the customers reasons to be 

engaged,  moving to credibility when you prove your goodness, fairness and worth, and finally 

towards trust. 

 

Traditionally this journey has taken a great deal of time (in some cases 100 years of brand 

development).  

 

In the digital economy in which data is a primary currency of exchange and software provides the 

service, society is having to learn extremely quickly what a social contract is in a data-driven age.  

 

Earning and retaining a social contract is vital to any organisation, and requires constant involvement. 

The speed and scale of the digital economy has come as quite a shock for most of us who grow up in 

the 20th Century. The linear value chains that led to products and services have been replaced by 

complex value constellations in which value is relative, contingent and ever changing for each party. 

Value is no longer represented solely in monetary form, but instead data acts as the currency, carrying 

with it many more values: goodness, fairness and worth. Because data has the capacity to represent 

the customer’s perception of goodness, fairness and worth (much easier than with money) now 

companies have to manage their use of data to retain the social contract. 

 

Social contracts in the digital economy are predicated upon looking after people’s data, and not 

mishandling it. As a society we are learning together how easy it is to mishandle public data: 

Cambridge Analytica being the highest profile case but also the most costly for FaceBook – $6 

billion. We also have to contend with the fact that there is no such thing as ‘informed consent’ which 

passes a significant responsibility to companies to manage people’s data more carefully. We used to 

talk about ‘value chains’, but you don’t do this in a digital economy. 
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The public is becoming more literate in spotting bad practice, although its behaviours are also 

contradictory. We have to acknowledge that customers are more aware that the data that they provide 

through digital transactions is fuelling digital economies. They are beginning to see the opportunities 

(personalised services) but also see the threats (sharing of private information) leading to scams. But 

they are also relatively relaxed when they find that some data does not seem to correlate with what 

they want, e.g. advertising of inappropriate products in their Facebook timeline. And of course, no 

one stops to read the terms and conditions of an app, and invariably they will throw caution to the 

wind and download something because the value proposition appears to be very good: a popular app 

(good) appears to be unthreatening (fair), and it’s worth it (free). 

 

Anthropologists, accountants and auditors would advise us to follow the money to understand how 

trustworthy an organisation is, but it is not money but data that makes value.  As data becomes a new 

currency this is less easy to do, and organisations should be extremely careful how they manage 

people’s data. In a data-driven society in which the exchange of data is fast, at large scale and 

mediated by black boxed algorithms, it is very hard to follow data.  

 

Interestingly, our Chairman, Daniel Zeichner MP, has no cookies running on his website despite his 

extremely clear warning to visitors. In contrast The University of Edinburgh has 3, PWC has 8 and 

Unilever has 11.  

 

If we want to develop social contracts with our customers in which they recognise the value according 

to the goodness, fairness and worth of our products, marketers must adopt an ethical data framework 

to engender trust with their customers. 

 

Transparency 

 

Opposing the motion, Nina Barakzai, Group Chief Privacy Officer, Unilever, agreed that ethics is 

a powerful construct that can be used to frame behaviours and support messages for a wide range of 

audiences.  But does anyone know what an ethical data framework is? The opposition believe there 

are some fundamental issues which must be taken into account before assuming that an ethical data 

framework is the perfect answer to engender trust with customers. She suggested we need a 

transparent, rather than ethical framework.  

 

The world of data and marketing has been evolving, anticipating changes in how people live and 

engage with their surroundings.  Marketers are keen to stay ahead of the curve and wish to attract 

customers.  To do this, they have to show they are behaving responsibly and can sustain their 

behaviour. A framework is a set of rules and assumptions that help us understand what happens to our 

data.  Some of these rules are set out in law.   

 

 It is fair to assume that marketers stay within the law and use their skills to create new ways of 

presenting information that reflect a vision of culture, fashion and public opinion.  There is a spotlight 

on this now, with regulators around the world seeking to enforce compliance with regulatory 

requirements.  Fines are levied against those organisations which operate outside the rules.  The basis 

for each of the fines is set out in law, so it is unnecessary for marketers to argue that ethics are 

intrinsic to all of their marketing activities.   

 

Customers and consumers are told the regulators have uncovered practices that need to be stopped. 

 As we have seen with the investigation into use of personal data for political campaigning, marketers 

are already required to capture personal data within the legal framework. Therefore, arguing for an 

additional ethical data framework suggests the challenge is to ensure enforcement of existing rules 

rather than hardening requirements to achieve compliance.  An unintended consequence of hardening 

the rules is that those organisations which already comply will treat this as a cost of doing business, 

but for those small companies who already struggle to comply, the harder rules will make the 

compliance higher and reduce the customer’s choice. 
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The motion seeks to use ethics to engender customer trust.  There are already data that show 

customers feel more confident about companies handling their data fairly following the 

implementation of GDPR.  People are not concerned with black boxes; data does go into black boxes, 

but computers deal with it. This suggests that customers have confidence in existing frameworks but 

may feel less confident where complexities of an additional ethical data framework are presented 

through marketers’ cultural lens.  

 

 There is scope for marketers to identify common cultural values from which to derive common 

ethics.  But this raises the question of what are common cultural values and how these can be made 

transparent?  In today’s world, where travel has become easier and access to information can be done 

from anywhere where there is a good internet connection, everyone may start from differing cultural 

positions.  This makes it a challenge to define ethics in a way that can be applied consistently.  When 

different customs, societies and behaviours identified through machine learning and the risk of 

conscious and unconscious bias are added into the mix, what a marketer should adopt as a data 

framework becomes more challenging.   

 

 However, we cannot and should not dictate what is and is not ethical.  Marketers should work within 

the framework we have. They have a task to use their creativity to guide and inspire consumers, but 

are not and should not be expected to be nursemaids. People are grown up and know the value of their 

personal data. And people are willing to takes chances with brands.  Nina Barakzai suggested a 

leapfrog approach – using our existing knowledge to build on what we have and use it in a creative 

way. If marketers cannot create value without falling back on ethics defined from a limited 

perspective, their creativity will be forced into a straightjacket.  We must deliver transparency by 

letting data go free, letting it breathe to create new world solutions. 

 

Framework for trust 

 

Seconding the motion, Stewart Room, Partner and Group Head of Data Protection, PwC, pointed 

out that not everyone can ask questions about their data: children and people who do not have 

computers are vulnerable. He cited a company like Kellogg’s which has built trust through its long-

term relations with children. 

 

The problem with law is that it is a top-down approach to regulation. It can be politicised; it does not 

democratise the subject; it leaves white space. The law is rigid and its content might be transient and 

become out-of-date. We have to keep amending it. We need to have a framework for trust. Ethics 

survives time, politics and nationalism. It is flexible and takes us to a context we care about. Stewart 

Room stressed, “I believe in law, but I don’t believe law provides a sufficient framework for laws in 

marketing”. It is not against the law if you call people in the middle of the night: a marketing code 

does not allow you to do so.  Stewart Room looked at organisations which have codes of practice and 

conduct. For example, the DMA Code of practice is at the very centre of its work. Within it, ethics are 

brought together to focus on outcomes that matter most to the industry and its customers.   

 

 

Human-shaped framework 

 

Seconding the opposition, Ian Bates, Founder and Creative Partner, Firehaus, summed up the fact 

that that trust is the issue in this motion and data ethics is the method to rebuild it. He conceded that it 

is lovely idea which sounds like a silver bullet. However, he contended that it is not and put forward 

arguments to support this.  

 

He began by pointing out that ethics change across borders and over time. A framework would not 

work across countries with different ethical frames of reference. There is no stable ground on which to 

build a framework. 
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Ian Bates discussed the nature of ethics and our use of data and insight. Is what we discover about 

people, like their propensity to buy holidays around Christmas or when they have just returned from a 

holiday, subject to ethics too? Are we suggesting that discovering the likes and dislikes of people 

makes them more susceptible to marketing and therefore it becomes an ethical issue?  

  

What about behavioural science?  Is there an argument for ethics or even regulation in this space if we 

truly believe we understand and can therefore manipulate human behaviour?  

 

 GDPR is the ethical framework, because it looks like it has now got teeth.  

  

 If trust is the goal then we need to move the debate on to something bigger than data alone.   Treating 

people like human beings makes good business sense. People are strange: they fall in love with the 

wrong people; they take the wrong job because the money looks good; they buy the house that feels 

right but logically does not make sense.  We’re strange. Data tries to box us; it has to; it is binary. A 

curated world is worse with machines. But this strikes at our essential humanity. 

  

 Ian Bates quoted the American poet, Maya Angelou “People may forget what you did, people may 

forget what you said, but people never forget what made them feel.”  

 

He went on to discuss how we get trust.  

 

Brands must know their place. They will never be the most important thing is someone’s life.  Start by 

being useful, interesting or entertaining and you might be part of someone’s life.  

  

Regarding problem solving, he suggested we start not with technological capability, but by 

considering what problems or opportunities are there to make people’s lives better? The last thing the 

creative process (involving the imagination, storytelling and creativity), needs is more barriers. 

  

We need to reboot our relationship with technology (underpinned by data) which is downgrading our 

humanity. Algorithms prey on our weaknesses. They may keep us occupied but not happy. Ian Bates 

quoted Tristan Harris, former Design Ethicist at Google, who said that ‘ethics’ is insufficient to solve 

the problem.  

 

Shared values focus company leaders on maximising the competitive value of solving social 

problems. When companies look at society and help communities, this is allied to the success of their 

business.  

 

Trust is hard earned and easily lost.  Marketers need to shift their over-reliance on data to give them 

answers, and adopt a framework built on creativity. 

  

Ian Bates quoted Alan Jope, CEO Unilever “Bring us ideas that drive the kind of behavioural and 

cultural change that is required to fix the big challenges of our time. Tap into the human truths which 

sit underneath them”. Who wouldn’t be moved to produce fantastic creative ideas which are rooted in 

resolving these issues?  

  

Ian Bates concluded that having a marketing framework that is human-shaped and  rooted in creativity 

comes from treating people like human beings; not being concerned about data, ethical or otherwise.  

  

 Discussion from the floor 

 

For the motion: 

 From practical experience of working on Ethical Committees in market research and 

marketing, the contributor has found that GDPR is difficult across different countries. There 

are differences of perspectives between organisations inside and outside the EU. Using 
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existing industry codes is more practical. There is a need for guidance on how to implement 

GDPR. Any ethic framework around data is very important. 

 The motion hinges on trust. The contributor did not trust the people who use his data to use it 

ethically. You can persuade people to do fantastic things, but the public doesn't always 

understand what their data is used for. They are not in control of their data. Facebook will 

amass a huge amount of data from its crypto currency. Companies are collecting your data 

without you doing anything. If an ethical data framework gives people more control of their 

data the contributor is for it. 

 We are working with customers and are the channel between clients and customers. It is the 

responsibility of marketers to protect customers from the monopoly of big companies which 

are holding data. ‘Informed consent’ is just pressing a button which says ‘I agree’. How much 

data is stored which is heating up the planet? Marketers need to establish an ethical 

framework and educate people to make more informed choices. Customers don’t have control 

of their data. Companies use it for profit. 

 GDPR aims to control data fairly.  But how can we trust companies which are not acting 

fairly? Without an ethical framework we are simply creating rules. This is not good enough. 

GDPR cannot sort out ethical problems without a framework. 

 You have no idea about what is happening to your data. Young people have no privacy. There 

should be ethics in controlling data, but this is not happening. 

 

Against the motion: 

 There are a number of Codes of practice out there. Why do we need an ethical data 

framework on top of GDPR, which is already enshrined in law? 

 The contributor suggested that the motion is a reflection of the data industry’s hubris. 

Customers are not necessarily concerned with trust. A recent DMA survey of trusted brands 

put Amazon at the top of the list. Convenience, reliability and customer service are the top 

attributes rather than data privacy and trust. 

 The motion uses the word ‘must’. You have a choice to be ethical. Following true ethics may 

put you against the law. The word ‘must' invalidates the motion. 

 Ethical choice is subjective. It is unethical to pretend to be ethical! Being ethical is its own 

reward. The motion suggests otherwise. 

 The contributor quoted Michael Jackson’s Man in the Mirror, “If you want to make the world 

a better place, take a look at yourself, and then make a change”. 

 Ethics should be legal and expedient, all of which demolish the case for the motion. 

 Even with ethical frameworks there are always companies which are willing to break the law 

 Every organisation has its own framework for data ethics. The contributor did not think there 

can be one framework that suits all. 

 The point of GDPR is to put the individual in control. An ethical framework would not make 

any difference. 

 Companies often make decisions for their customers rather than allowing them to make their 

own decisions. It is very difficult to understand privacy rules.  It is better for people to make 

decisions themselves rather than within an arbitrary framework. 

 Back in 2000 it was legal to sell databases. Now it is against the law. A lot of things come 

from overseas. There is a huge difference between legal obligations and ethical obligations. 

How you fulfil these obligations has a huge impact on future generations. 

 Do people care about privacy outside this room? We are assuming there is a contract between 

consumers and brands. 

 The contributor believes the motion is an instance of marketers' self-flagellating. We don’t 

need ethical frameworks. We just need to follow the law. You are accountable in law for the 

data you hold. It is important for brands to be ethical, but you don’t need an ethical 

framework. 

 A company needs to ask if it is making a product that people want. Is it accountable and is it 

complying with the law?  
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Brand teams do not have a lot of control. We already have an ethical code with GDPR. We 

don’t need another hoop to go through. 

No ethical framework will change people who are already breaking the law. 

There are different ethics for different types of brands. Do we really need to interpret another 

framework? 

 Laws take too long to be amended, e.g. equal pay. The American constitution has to be 

amended regularly. You are going to be using data that is convenient for your customer. The 

point of trust is to deliver the right product or service to the customer – the product he or she 

wants. There’s no need for an ethical framework. 

 Do we want to add another layer of complexity to what we have already achieved? 

 

Undecided 

 A framework can be controlling. It was very hard to implement GDPR. How can an ethical 

framework keep up with one’s life? 

 

 

Summing up 
 

Summing up for the opposition Nina Barakzai stressed that people need to be responsible for their 

behaviour. We do not need an extra burden and more confusion. What is it we are proposing if we are 

not using law? An additional source of confusion would not help anyone. 

 

Summing up for the motion Professor Chris Speed argued that a moral philosophy, when tied to the 

law provides conversation and accounts for those who cannot speak. Such a law acts as an elastic 

band enabling people to have a conversation. 

 

The result 

 

The motion was defeated. 

 

Next debate 

 

The next debate will take place on Monday 28th October 2019 sponsored by the Periodical 

Publishers Association. For more details contact Doreen Blythe, Debating Group Secretary, e-mail:  

doreen.blythe22@btinternet.com 
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